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Tying photo integrity to a specific device
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Problem Statement

Images, which once were viewed as a source of undeniable proof, have now
become targets of societal manipulation. Most of the population utilizes online
platforms such as Twitter and Google for news where images are posted daily;
Twitter alone has over 500 million active users. The negative impact of altered or
Al generated images on society includes body dysmorphia, political disruption,

and proliferation of conspiracy theories.

Conspiracy theories
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Problem Statement
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Photoshop Faked: planes underwater in Houston
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Problem Statement
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Updated Solution Overview

Date: April, 6th 2023

Z Time: 4:12 PM
Location: Concord, Massachusetts
Signature: JLCI9J12SZJ6H3NIOKV2

Cloud
- HTTPS Endpoint
- File Storage
- Verification

Camera
Image & Metadata

Date: April, 6th 2023
Time: 4:12 PM
Location: Concord,
Massachusetts
Signature: JLCI9J12SZ
JBH3NI9KV2
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Updated Solution Overview

5 Inch Live Display
. September, 13th 2023
Z 932PM
Seattle, Washington
FK8sk1sklyicxmeys o :
Verification Script

Cloud
- HTTPS Endpoint
- File Storage

=N
&

Custom Application For Image Storage

\\\Raspberry Pi 4
\\ \

USB Cameras

Image & Metadata

5 Voltage
5 -r Regulator

Date: September, 13th

Time: 9:32 PM
& Location: Seattle,
Washington
Digital Signature:
FK8sk1sklyicxmeys

Push Buttons

USB Battery Pack
Hardware Root of Trust
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olution Overview Part 2

User wants to check the authenticity of image

Google Website

Lorienis Fusc

Lorem ipsum dolor sit amet,
consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore
et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud
exercitation ullamco laboris nisi ut
aliquip ex ea commodo consequat.
Duis aute irure dolor in
reprehenderit in voluptate velit esse
cillum dolore eu fugiat nulla pariatur.
Excepteur sint occaecat cupidatat
non proident, sunt in culpa qui officia
deserunt mollit anim id est laborum.
Lorem ipsum dolor sit amet,
consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore
et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud

Lorem ipsum dolor sit amet,
consectetur adipiscing elit.
Suspendisse potenti. Fusce vel
justo vel libero malesuada
interdum. Nulla facilisi. Phasell,
ac turpis vel mi bibendum

v

at nulla pariatur. Excepteur sint

occaecat cupidatat non proident,

sunt in culpa qui officia deserunt
mollit anim id est laborum.

Date: April, 6th 2023
Time: 4:12 PM

Location: Concord, Massachusetts

Hash: JIsf90s328asdJld

a.

Date: April, 6th 2023
Time: 4:12 PM

Location: Concord,
Massachusetts

Hash: JIsf90s328asdJid

Verification Script

Lorienis Fusc

Lorem ipsum dolor sit amet,
consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore
et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud
exercitation ullamco laboris nisi ut
aliquip ex ea commodo consequat.
Duis aute irure dolor in
reprehenderit in voluptate velit esse
cillum dolore eu fugiat nulla pariatur.
Excepteur sint occaecat cupidatat
non proident, sunt in culpa qui officia
deserunt mollit anim id est laborum.
Lorem ipsum dolor sit amet,
consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore
et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud

Google Website

Lorem ipsum dolor sit amet,
consectetur adipiscing elit.
Suspendisse potenti. Fusce vel
justo vel libero malesuada
erdum. Nulla facilisi. Phasellus
rpis vel mi bibendum dictum.

at nulla pariatur. Excepteur sint

occaecat cupidatat non proident,

sunt in culpa qui officia deserunt
mollit anim id est laborum.
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Assumptions

1. Raspberry Pi 4 memory is tamper-proof
a. Media can only be sent off the camera through WiFi upload

2. Sensor to Microcontroller interfaces are secure
a. GPS
b. Camera

3. GNSS Time and Location data are only used when possible

4. Storing images and video locally when WiFi is unavailable

University of _
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Solution Comparison:

Sony Alpha 7 IV camera | Capture Cam - Photo Google Reverse Our Solution
Verity (Image block Image search
chain)
Cost

Root of Trust
Online Media

Verification

Automatic

Wireless Upload

Open Source

Location and Time
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PhotolLock: Our Solution Goals

1. Hardware Root of Trust

2. Online Media Verification

3. Automatic Wireless Upload
4. Open Source Transparency
5. Location and Time Metadata

6. Reasonable Cost (<$500)
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GNSS Sensor: NEO-M7N Module

e Crystal and TXCO LCC (surface mount) oscillator options available for

the NEO-7 series

Over 2,000 units available on Digikey

Schematics and datasheets support integration into PCB design

e Many compatible interfaces allow for alternative options (SPI, USB,

UART)
e GPS and GNSS functionality

1.4 Block diagram GND GND
ANT_ON/Reserved RF_IN
V
NEO-7 module Reserved GND
UBX-G7020 Reserved VCC RF
tal 8 Reserved RESET_N
1 ) - SDA NEO'7 VDD_USB
scL Top View g pp
| TXD USB_DM
RxD EXTINT
V_BCKP TIMEPULSE
(H| Ml ) \'[d« D_SEL
2 ieshmul S| |\ eetons GND Reserved
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Trusted Platform Module: Infineon 9673

SPIl interface

o Formally

4 Endorsement Keys

Low standby power consumption
FIPS 140-2 Level 2

validated by US and Canadian Governments

AVA VAN .4 Certification

o Methodical vulnerability analysis and resistance against a
moderate attack potential
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Raspberry Pi 4 Linux Version

e RAM memory: 2 GB e Raspberry Pi OS
e Memory storage capacity: 2 GB e Best compatibility for
e Connectivity: Bluetooth, WIFI, USB, Raspberry Pi 4
ethernet, HDMI, GPIO e Debian based OS
e Micro SD card slot for loading
operating system and data storage

P:_ ‘ Rospbersy Pi 4 Model B
‘| ©FKaspvercy Pi 2018
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PCB Design

e Custom PCB — integration of breakout boards
o GPS evaluation board
o TPM evaluation board
o Linear regulator to minimize noise (instead of buck converter)
m capacitors and diodes

x: 0.000 mm

y: =32.995 mm
r: 32.995 mm
8: 90.0°

30.000
25.000 4 *
LR

15.000 l®

°
10.000 o to

5.000

0.000 ==

Layout of GPS Breakout
Board
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Benefits of Breakout Board Integration

Ease of access to components

Minimize errors by removing RF design component
Ease of integration from Raspberry Pi to PCB
Ensure proof of concept

Neo—7m Eval Boargd
By ForceTronics

5
Q GND ° ° | @ —113.6ND 12_GND
n‘ Vin ke X——]14_RESERVED 11_RF_IN
»—{15_RESERVED 10_GND
o , -
~ > '| »%—116_RESERVED ~ UBLOX NEO-7m 9_VCC_RF
o
%—1{17_RESERVED B_RESET_N
SDACS 18_SDA_CS 7.VDD_USB -
L]
SCLCLK ; i -
SCLEIK 149 scicik 6_USB_DP |—x
TXDMISO 150 1xp_Misa 5_USB_DM|—x GND
RXD_MOSI 151 Rxp_MoSI 4_EXTINT|— 2AEU
ST\ ar : e TP
FD‘Y_L';,\/ BCKP 3_TIMEPULSE|————
{qu L—123.vce 2.D_SEL ‘ ‘
SND_1>4_GND 1_RESERVED |—x A
o83
e
'__
> 3< 45 UA
¥ of LD
GND

Example layout showing difficulty of RF shielding Example schematic showing filtering for
antenna
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Generic Model: PCB Integration through
Raspberry Pi Hat
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Previous PCB Integration Issues Solved

e Difficulty connecting to TPM
o SPI interface operates at high frequency SOLVED-CIoser traces from pi header to TPM
m Jumper cables did not provide stable connections
m Inability to connect TPM from PI to jumpers
o TPM library closed source (limited pin selection) SOLVED-Adjusted pin configuration
e Integration of GPS to PCB
o GPS interface not compatible with PCB pinout due to SOLVED-Access to two interfaces
library

F

TPM connection to Pl unreliable TPM fails to connect through PCB TPM connects through PCB but
connection is lost
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PCB Schematic Design
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PCB Layout Design

Phota Lock PCB (REV B) O
SDP Group 4 (Darius, Jace, John, and Dani)

J5 Trusted Platform Module

J7 Buttan
4 @‘o @)@

DC Caonnector
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Photo Lock PCB (REV B) :
SDP Group 4 (Darius, Jace, John, and Dani)

J5 Trusted Platform Module
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@ Photo Lock PCB (REV B)
SDP Group & (Darius, Jace, John, and Dani)
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Raspberry Pi header interface
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PCB Size Comparison

REV A (MDR) o

D0 000000

6836291A.Y1.231106

Micro SD Card

00000000 J2

GPS-16329

Photo Lock PCB (REV A)
SDP Group 4 (Darius, Jace, John, and Dani)

@@ 1Photo Lock PCB (REV. B)
| &‘ 0P Group -4 (Darius, Jace, John, and Dani)

GPS-16329

0C Connector J6

orm Module

Trusted PL
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Review: MDR Hardware Block Diagram

o o - o o o o o o o —

Digital

Push Signal

Button

5e®
oy
(]

S0

[ LCD Screen }

UART
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CDR Hardware Block Diagram

/ | | | | | | \

\

« D
Push
Button
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( b Digital Signal
Push
Button »
\_
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[ LCD Screen }

/

PCB (now functional)
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Embedded Software Block Diagram

{ Image / Video Capture Thread J

Send Hash to Trusted

a[

Automatic Upload Thread

|
|
|
|
Step 1 -'— Platform Module Step 8| | [Step 1 [ Do we have WiFi Signal? }4—
L J
Jo !
~ - - Encrypt Hash with
sup [ o, oo | vt ||| SRS | ) | [sew2 (oo sty s |
g v Step 9 . V_J
— T For Each PNG/AVI
Step3 | Capture Raw Capture GNSS 1 and JSON Media Pair
Media Data Sensor Data
- Step 10 | v
8 : [ Serialize Digital Signiture | SIS inane, Tine,
L & Longitude Time v | | steps | Signiture Bytes into AWS
B Structure Image, Time, Step 11 | File Object
Y . Location & Digital |
Step 5 Serialize Signiture Bytes into AWS | H
Data i j
File Object | Send AWS
- Stepl2| | File Object to
B Y Do we have WiFi Signal? ] | AWS over WiFi
Step 6 ‘ Combine Serialized Data \ [ | -
= Send AWS File |
— Object to AWS to SD | Step 13
Step7 | Hash Data (SHA256) over WiFi i
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Massachusetts Department of Electrical and C(_)mpu_ter | Page
Amherst Engineering ' 25



Cloud Endpoint & Storage

—

Cloud Software Diagram

Wait for Media and

Verification Software

0
Step 1 Metadata on Cloud I Provide Media and Step 1
Upload ' cooresponding JSON
§ v | e R— :
' De-structure Media, Get Camera
Step 2 Time, Location & Public Key Step 2
l Digital Signiture Bytes from
= ' from JSON file Database ' Verification V
— * |V
2. Execute h
Step 4 Verification l Combine Serialized Decrypt Digital
Software I Media, Time, and Signature to | SteP 3
- l Location Data geta Hash J
Y
: ' H hD ?(SHAZSG) Store
3. Store Media and ash Data e
JSON file in Amazon l Step 4 Verified
Step 5 Web Services I Hash Images
Bucket linked to that
specific camera l
— ' [ Are the Hashes Equal? Step 5
i v ! v —y
Access Media and JSON ' ./ Media X Media
Step 6 files through a Web I and Signer or Signer Step 6
Application " are valid is Invalid
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Cloud Software Diagram Part Two

team4SeniorDesignProject.com team4SeniorDesignProject-twitter.com

8 v 8 1
’ N 7 D

PP 1-1-1-1 h
I R R Ol W, P Y

L O S ——

Twitter Clone
Verify media live in application
View media metadata

- Display all media captured on camera
- Refresh ~10 seconds
- Download, delete, view

Display images through Verify images in
Web Application V Web Application V
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Previous CDR Specifications & Test Plan

Image Specification

1. Authenticate images camera source with
100% accuracy for 100 photos (Digital
Signature)

2. Verify image has not been modified with
100% accuracy for 100 photos (Prevent
false positives)

3. Verify image has been modified with
100% accuracy for 100 photos (Prevent
false negatives)

4. Store at least 350 photos at 1080p on the

SD card (remote location - no WiFi)

5. Upload at least 10 photos at 1080p to the
Cloud

6. System can take one photo per 10
seconds

7. System can take 350 photos in one
charge

Video Specification

1. Authenticate videos camera source with
100% accuracy for 100 videos (Digital
Signature)

2. Verify video has not been modified with
100% accuracy for 100 videos (Prevent
false positives)

3. Verify video has been modified with 100%
accuracy for 100 videos (Prevent false
negatives)

4. Store one 15 minute video or store 15 one
minute videos at 24fps/1080p on the SD
card (remote location - no WiFi)

5. Upload at least 10 videos at 24fps/1080p
to the cloud

6. System can take one video per one
minute

7. System can take four separate 15 minute
videos in one charge

Test Plan

Upload media from known or unknown
camera source to verify whether digital
signatures are correct

Upload media and compare raw data of
image, time, location with actual

Upload modified media and verify it has
been rejected by the cloud

Verify 350 photos at 1080p or 15 minutes
worth of video can be stored when wifi
access is denied

Verify 10 photos/videos at 1080p can be
uploaded to Cloud when there is wifi access

Measure time between two consecutive
media types

Complete tasks in one charge (separately)
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Updated CDR Specifications Test Plan

Image Specification

1. Authenticate images camera source with
100% accuracy for 100 photos (Digital
Signature)

2. Verify image has not been modified with
100% accuracy for 100 photos (Prevent
false positives)

3. Verify image has been modified with
100% accuracy for 100 photos (Prevent
false negatives)

4. Store at least 350 photos at 1080p on the

SD card (remote location - no WiFi)

5. Upload at least 10 photos at 1080p to the
Cloud

6. System can take one photo per 10
seconds

7. System can take 350 photos in one
charge

Video Specification

1. Authenticate videos camera source with
100% accuracy for 10 videos (Digital
Signature)

2. Verify video has not been modified with
100% accuracy for 10 videos (Prevent false
positives)

3. Verify video has been modified with 100%
accuracy for 10 videos (Prevent false
negatives)

4. Store one 5 minute video or store 15 one
minute videos at 24fps/1080p on the SD
card (remote location - no WiFi)

5. Upload at least 10 videos at 24fps/1080p
to the cloud

6. System can take one video per one
minute

7. System can take 10 separate 1 minute
videos in one charge

Test Plan

Upload media from known or unknown
camera source to verify whether digital
signatures are correct

Upload media and compare raw data of
image, time, location with actual

Upload modified media and verify it has
been rejected by the cloud

Verify 350 photos at 1080p or 15 minutes
worth of video can be stored when wifi
access is denied

Verify 10 photos/videos at 1080p can be
uploaded to Cloud when there is wifi access

Measure time between two consecutive
media types

Complete tasks in one charge (separately)

University of
Massachusetts
Ambherst

Department of Electrical and Computer

Page
Engineering ' 29



Media False Negatives Test Results

TERMINAL

5o 8

TERMII
DITORS Verification result for 436.avi: True
PS C:\Users\John Dale\SDP-Cameray & 1 Verificatio:‘l result for 437.avi: True
@ validate_video_locally.py L Verification result for 100.png: True e_video_locall PS C:\Users\John Dale\SDP-Canera> &
b validate_locally.py Y Verification result for 101.png: True create.combinedpy etk cation resiitbront120 ava R Trte
Verification result for 102.png: True validate_locally.py V Verification result for 131.avi: True
Verification result for 103.png: Trye Verification result for 132.avi: True
Verification result for 104.png: True yaiidate locallypy " Ve”}?“t?“ ’esuit ;°’ CEEES URE
R s Verification result for 16.avi: True
.png: o SN ;
Ver}ﬁcat%on result for 165.png: True matn.py Verification result for 19.avi: True
Verification result for 106.png: True e Verification result for 22.avi: True
Verification result for 107.png: True .Wiipy Verification result for 23.avi: True
Verification result for 108.png: True te_combined.py Verification result for 24.avi: True
Verification result for 109.png: True te digestpy Verification result for 25.avi: True
A Verification result for 26.avi: True
Verification result for 110.png: True teimagepy Vordfication result for 1 avit True
Verification result for 111.png: True te metadatapy Verification result for 32:avi; True
Verification result for 112.png: True e signaturepy Verification result for 33.avi: True
Verification result for 113.png: True te_video,py Verification result for 34.avi: True
Verification result for 114.png: True e, Verification result for 37.avi: True
S : Verification result for 39.avi: True
Verification result for 115.png;  True uartpy Verification result for 433.avi: True
Verification result for 116.png: True ong Verification result for 434.avi: True
Verification result for 117.png: True o Verification result for 435.avi: True
Verification result for 118.png: True >l Verification result for 436.avi: True
i . 1_live_view.py TE : ™
Verification result for 119.png: True ; 2 V"“;l‘atm" ’"esuit :‘” 437.avi: True
v 3 i 1.video.py Verification result for 438.avi: True
GITHUB COPILOT Ver}ﬁcat?on result for 120,pn: True oy Verification result for 439.avi: True
Verification result for 121.png: True el Verification result for 449.avi: True
Verification result for 122.png: True " Verification result for 441.avi: True
Verification result for 123.png: True »‘I"T;G;COPILOT Verification result for 442.avi: True
Verification result for 124.png: True Verification result for 51.avi: True
N/eniFicat pnirasi EReonR ook Bt Verification result for 6.avi: True
s «Png: Verification result for 60.avi: True
Verification result for 126.png: True Verification result for 61.avi: True
Verification result for 127.png: True Verification result for 7.avi: True
Verification result for 128.png: True Verification result for 91.avi: True
Verification result for 129.png: True -

Verification result for 13.png: True ¢ 33 videos verified with 100% accuracy

PS C:\Users\John Dale\SDP-Camera> l

100% Effective at preventing false negatives v
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https://docs.google.com/file/d/1ww9NRSVBU9CiOVVNp_Gqtpd-GWofQERf/preview

Media False Positives Test Results

= lat_value}, {long_value
= (f"{time_value}")

100% Effective at preventing false positives
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https://docs.google.com/file/d/1wPsSZR0EUcuSY280K3EatfUEs8IxFCAy/preview

Storage & Consecutive Capture Requirements

~Takes one image per 3 v ~Takes one video per 3 v
second, spec: <10 seconds seconds, spec: <60 seconds

Store 10 one minute
(30fps/1080p) videos v
without Wi-Fi

Stores 300+ images
without Wi-Fi

University of
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https://docs.google.com/file/d/105_aLbc2SqB6rjyRrrOb9gV4Dp_wA4zR/preview

‘p“‘\ —

Password e

W Remember me Forgot password?

Don't have an account? Register

Time: 1816:41

Location: 42.39608433333333, -72.5249365

AJFBWBCgQQRNbJRIEAFHXOMomSM2c1Z/vuoC2qiePZ6BoZhySR4KMoGOfwAgWKVKLIBZG39w3Cyx1pjLaksTItZ3VSRNDIGPONK2X2aL WsyfBCOcLtCwgqKPqz/wzklaLlgSPQADBjXJrMciU3hol4M3e0w

7dfkwHaPRAVEOHVWAIOQfzzj9Z4g7VX1A3yNorMgRelliYbbGLHT0Zc7+vzdZ1+/ 6t5Xh9wo8IORUZS 4D6rBOEQhfeb59xJSPOWDOBIF7rWeYigZ7n4ySRSDXRu4I3fn+0t62P050LLINeU0BbDAUM|6CUQOI
Z7fbsADEAQFzlyYofOPN4NIMLQI6Q==

University of
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Solution Overview: Twitter Clone

Home @

Explore

John Dale
Notifications Who to follow

This Is real
i ¢y DaniKasti
Messages \3
Bookmarks ) Will Dale
= Lists

Profile

More
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https://docs.google.com/file/d/1T_ercwGijYb1z70G6u2FiDTNOHPKo_-q/preview

GPS : Time and Location Demonstration
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https://docs.google.com/file/d/1cNY7qk2cEuwLbJnNBaiX_kAhtx2noCbg/preview
https://docs.google.com/file/d/1qpA_923RyjPaYGp6JGFnxhU_Jf04mnUI/preview

Live Demo Details

- Imagel/video capture and upload with WiFi
- View image/video on media gallery website
- Download image/video
- Delete image/video

- Imagel/video capture without WiFi
- Ensure image/video is being saved

- Post image/video to Twitter clone
- Upload through media gallery website

- Verify media
- Check metadata
- Upload through file system
- Verify media
- Check metadata
- Alter a real image

- Verify media

- Show multiple verified and unverified images in same post

University of
Massachusetts
Ambherst



CDR Demonstration

5 Inch Live Display

USB Cameras

e WEICAN
7w

> September, 13th 2023
¢ 9:32 PM
Seattle, Washington
FK8sk1sklyicxmeys 2y 2 :
Verification Script

Cloud
- HTTPS Endpoint
- File Storage

- Verification u

Image & Metadata

Date: September, 13th

Time: 9:32 PM
@ Location: Seattle

Washington

| Trusted
Platform
Module

- -
AT GNSS
. e Sensor

Digital Signature:
FK8sk1sklyicxmeys

Push Buttons

USB Battery Pack
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Review: System Capabilities at MDR...

-Camera system capable of:

1. Taking images with button [74

2. Signing them 74

3. Uploading them to the Cloud through WiFi [/4

4. Saving them on SD card and uploading to Cloud later [74
4.1. Threaded upload later scheme: in progress

5. Proving that the images have not been modified (4

6. Proving the images were taken on specific hardware [4

Cloud system capable of:
1. Receiving images from the camera ['4
2. Validating the images are signed from the camera ['4
3. \Verifying image and metadata is authentic [74
3.1. Authentication Text Messaging ['4
4. Storing images [4

ﬁgﬁg?ﬁ%gtts Department of Electrical and Computer | Page
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Original CDR Deliverables

-Camera system capable of:

Taking videos

Signing them

Uploading them to the Cloud through WiFi

No WiFi: saving them in memory and uploading to Cloud later
Proving that the videos have not been modified

Proving the videos were taken on specific hardware

O WN =~

-Threaded camera capture and saved media upload
-Live view of camera on screen

-Boot-Up Two-Factor Authentication (if WiFi available)
-Private User Application (Twitter clone)

-Website that allows anyone to upload image/videos to
o Photo/video verification

-Two cameras if budget allows

University of
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Updated CDR Deliverables

-Camera system capable of:
Taking videos |4
Signing them ['4
Uploading them to the Cloud through WiFi "4

No WiFi: saving them in memory and uploading to Cloud later "4
Proving that the videos have not been modified "4
Proving the videos were taken on specific hardware [

O WN =~

-Threaded camera capture and saved media upload ['4

-Live view of camera on screen [/
-Additions: WiFi indicator, GPS indicator, image mode, video mode (4
-Boot-Up Two-Factor Authentication (if WiFi available)

-Private User Application ['4

-Website that allows anyone to upload image/videos to ['4
o Photo/video verification "4

-Two cameras if budget allows*

*Can't do two realistically, need TPM, screen, gps, pi, two cameras
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CDR Deliverables (PCB)

Adaptable PCB interface with the
following components:
- Trusted platform module
- GNSS Sensor
- Voltage Regulator

- Raspberry PI

- Battery* Trusted Raspberry

- DC power jack for household Platform Pl
power** Module

- Pin headers for switching
interfaces (2 for GPS)

*Adjusted in next slide
**Functional in last demo, due to

current limit on Raspberry Pi pin, not
testable, adjusted in next slide
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FPR Deliverables (PCB)

Adaptable PCB interface with modified
battery interface

- Lithium-ION battery and PCB
USB-C connection to Raspberry
pi

- Current battery pack which
connects to Raspberry Pi serves
as backup

Raspberry
Pl
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FPR Hardware Block Diagram

)
Push
Button
-
( N o
Digital Signal
Push
Button »

- o\
e\
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LCD Screen
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FPR Specifications & Test Plan

Image Specification

1. Authenticate images camera source with
100% accuracy for 100 photos (Digital
Signature)

2. Verify image has not been modified with
100% accuracy for 100 photos (Prevent
false positives)

3. Verify image has been modified with
100% accuracy for 100 photos (Prevent
false negatives)

4. Store at least 350 photos at 1080p on the

SD card (remote location - no WiFi)

5. Upload at least 10 photos at 1080p to the
Cloud

6. System can take one photo per 10
seconds

7. System can take 350 photos in one
charge

Video Specification

1. Authenticate videos camera source with
100% accuracy for 10 videos (Digital
Signature)

2. Verify video has not been modified with
100% accuracy for 10 videos (Prevent false
positives)

3. Verify video has been modified with 100%
accuracy for 10 videos (Prevent false
negatives)

4. Store one 5 minute video or store 15 one
minute videos at 24fps/1080p on the SD
card (remote location - no WiFi)

5. Upload at least 10 videos at 24fps/1080p
to the cloud

6. System can take one video per one
minute

7. System can take 10 separate 1 minute
videos in one charge

Test Plan

Upload media from known or unknown
camera source to verify whether digital
signatures are correct

Upload media and compare raw data of
image, time, location with actual

Upload modified media and verify it has
been rejected by the cloud

Verify 350 photos at 1080p or 15 minutes
worth of video can be stored when wifi
access is denied

Verify 10 photos/videos at 1080p can be
uploaded to Cloud when there is wifi access

Measure time between two consecutive
media types

Complete tasks in one charge (separately)
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Budget Estimates:

Item Cost
Raspberry Pi $55.00
Custom PCB $30.00
Trusted Platform Module Evaluation Boai  $59.40
Sparkfun GNSS Breakout board $71.76
5 Inch TFT Touchscreen Display $47.38
PCB Standoff Assortment Kit $14.99
40p to 40p GPIO Ribbon Cable $7.00
Momentary Push Buttons $11.99
Active GNSS Antenna $10.99
12V 5A Power supply $15.99
Voltage Regulator (LM888T) $1.76
270 Ohm Resistor $0.05
820 Ohm Resistor $0.04
Schottky Diode $0.29
0.1 UF Capacitor $0.26
1 UF Capacitor $0.47
10 UF Capacitor $0.13
U.FLto SMA Coaxial Cable $3.56
DC Power Jack $0.75
Pin Headers $1.89
26 Pin Header $10.08
Black PLA 3D printing filament $18.99
10,000 mAh portable charger $15.00
Total $377.77

Shipping Time
1 Week

1.5 Weeks

1 Week

1 Week

1 Week

1 Week
1 Week
1 Week

1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week
1 Week

https://www.mouser.com/ProductDetail/358-SC01949

https://www.mouser.com/ProductDetail/726-1RIDIUMSLIS670TP

https://www.mouser.com/ProductDetail /474-GPS-16329

https://www.digikey.com/en/products/detail/dfrobot/DFR0550/9608214?utm adgroup=&utm source=goc

https://www.amazon.com/Standoffs-Motherboard-Assortment-Threaded-Circuit/dp/BOCBPGKDP4/ref=sr

https://www.amazon.com/NulSom-Inc-Ribbon-Cable-Raspberry/dp/B00QE3KZQ6/ref=sr 1 3?crid=1MD021

https://www.amazon.com/DaierTek-Momentary-Waterproof-Pushbutton-Automotive/dp/BOC8HPN318/re

https://www.amazon.com/Bingfu-Waterproof-Navigation-Adhesive-Receiver/dp/B083D59N55/ref=sr 1 1

https://www.amazon.com/ALITOVE-Adapter-Converter-100-240V-5-5x2-1mm/dp/B01GEASPQA/ref=sr 1 3

https://www.mouser.com/ProductDetail /926-LM338T-NOPB

https://www.digikey.com/en/products/detail/stackpole-electronics-inc/CF14JT270R/1741362

https://www.digikey.com/en/products/detail/stackpole-electronics-inc/CF18JT820R/1741779

https://www.digikey.com/en/products/detail/stmicroelectronics/1N5819/1037326

https://www.digikey.com/en/products/detail/nichicon/UKTIHORIMDD1TD/4317271

https://www.digikey.com/en/products/detail/nichicon/UDB1H010MPM1TD/4332936

https://www.digikey.com/en/products/detail/kemet/ESH106M050AC3AA/3082958

https://www.digikey.com/en/products/detail/pulse-electronics/W9006/2267902

https://www.digikey.com/en/products/detail/gct/DCJ200-10-A-K1-K/9859579

https://www.digikey.com/en/products/detail/sullins-connector-solutions/PEC26SACN/859251

https://www.digikey.com/en/products/detail/samtec-inc/TD-113-G-A/1105513

https://www.amazon.com/dp/B0895S2QDHD?psc=1&ref=ppx yo2ov dt b product details

https://www.amazon.com/dp/BOBLGB1RXD?psc=1&ref=ppx yo2ov dt b product details
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https://www.amazon.com/Raspberry-Model-2019-Quad-Bluetooth/dp/B07TD42S27/ref=asc_df_B07TD42S27/?tag=hyprod-20&linkCode=df0&hvadid=380013417597&hvpos=&hvnetw=g&hvrand=445282520923643308&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=1018094&hvtargid=pla-774661502856&psc=1&tag=&ref=&adgrpid=77922879259&hvpone=&hvptwo=&hvadid=380013417597&hvpos=&hvnetw=g&hvrand=445282520923643308&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=1018094&hvtargid=pla-774661502856
https://www.mouser.com/ProductDetail/Infineon-Technologies/IRIDIUMSLI9670TPM20TOBO1?qs=u16ybLDytRY%2FE0QBlWZnzA%3D%3D
https://www.mouser.com/ProductDetail/Infineon-Technologies/IRIDIUMSLI9670TPM20TOBO1?qs=u16ybLDytRY%2FE0QBlWZnzA%3D%3D
https://www.waveshare.com/4.3inch-dsi-lcd.htm
https://www.digikey.com/en/products/detail/u-blox/NEO-7M-0/9818047?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Medium%20ROAS%20Categories&utm_term=&utm_content=&utm_id=go_cmp-20223376311_adg-_ad-__dev-c_ext-_prd-9818047_sig-CjwKCAjwyY6pBhA9EiwAMzmfwQAqMAgrATmJdtpr8DWVc6RH0atn2I9eDrd4JrJUyuVEXB4WAuykRRoCFDEQAvD_BwE&gclid=CjwKCAjwyY6pBhA9EiwAMzmfwQAqMAgrATmJdtpr8DWVc6RH0atn2I9eDrd4JrJUyuVEXB4WAuykRRoCFDEQAvD_BwE
https://www.lcsc.com/product-detail/SD-Card-Connectors_XUNPU-TF-115_C266620.html
https://www.amazon.com/EBL-Rechargeable-Batteries-Replacement-Electronics/dp/B087BYJ51T/ref=asc_df_B087BYJ51T/?tag=hyprod-20&linkCode=df0&hvadid=642102624616&hvpos=&hvnetw=g&hvrand=3823072105683963986&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=1018094&hvtargid=pla-2143073881592&psc=1&gclid=CjwKCAjwyY6pBhA9EiwAMzmfwZCg9sBA9DuSQYztO38um8q7Y7LQsDhDFFbydNgu2vvDJcr5dioZjhoCF1cQAvD_BwE

Team Roles and Work Division

John Darius

e PCB Lead
e Cloud Software lead

e Application Lead
e Budget Lead

. L
e PCB assist Embedded Software
lead
e Logistics lead
ﬁ%g\;g?ﬁ%gtts Department of Electrical and Computer | Page
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QUESTIONS & ANSWERS
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Updated Gantt Chart

Category Task Team Members (Week of 3/18 |Week of 3/25 |Week of 41  [Week of 4/8  |Week of 4/15
APP App/Website improvments John
PCB PCB layout tool and environment training Darius/Jace
Embd Software |Specification testing Dani/ John
PCB PCBREVC Darius/Jace
Embd Software |code improvments Dani/John
PCB Lithium lon Battery Build and Integration Darius/Jace
I ————————————————————————————————————————————————————————————————————————————
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Survey of Similar Solutions
Sony Alpha 7 IV camera [1]

e Supports detection of any modification to an image, thus protecting it from fraudulent usage
e Eliminates unauthorized editing and misconduct around digital photo data

e For corporate users only

But this method is:

1. Expensive: Unaffordable for the general public

2. Not open source

N Sony a7 IV Mirrorless Camera W Free Shipping
ﬂ This deal willbe endingin: 00 : 00 : 49 :47 Availability: In stock
SKU #: SNA7IV | Manufacturer Part #: ILCE-7M4/B Condition: New
- * Brand New Factory Fresh Import Model .
* Click Here To See Our Return Policy. PrlCE: $2,069.00
Warranty Options:
e ‘i & Add to Cart
O 3Year DOP Protection Plan - $299.00 Info
Bua e e G —
5 Year DOP Accidental Damage Protection Plan - $699.00 Info month special financing. Learn How
22 X 4‘\
Style: Body Only
University of Department of Electrical and Computer
Massachusetts Engineering | - 29
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Survey of Similar Solutlons

e R "\
l~V 4

Capture Cam - Photo Verify (Image " - 3"‘““83””,?7”“;
block chain) [2]

e An application that uses the camera of mobile
phones with blockchain technology to transform
photos into verifiable and secure digital assets.

e Marketed to protect against Al generated fake

images

But this method is:

1. Not spoof-proof: Cannot guarantee
whether an image has been
modified or artificially generated

The World’s First Web3 camera app

University of Department of Electrical and Computer
Massachusetts Engineering Page
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Survey of Similar Solutions

Other solutions of verifying image integrity involve

e Individual fact-checkers
e Reverse-image searching
e Image forensics

But these methods are:

1. Inefficient/slow: Not practical when waves of images are populating
social media feed

Google

Images

Search by image X

Search Google with an image instead of text. Try dragging an image here

Paste image URL  Upload an image H

Browse... | No file selected

University of Department of Electrical and Computer

Massachusetts : : age
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Hardware Block Diagram Changes

Supply change

o e o . o o o o

Digital
Signal

Push
Button

2\
56(\
0\‘59\ \!

(]
‘\W

‘%’.@b
)

9

[ LCD Screen }
SD Card

Removed
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PCB Design Process

Emphasize importance of part selection

Ensure correct orientation (evaluation board placement, ease of access, etc)
Double check measurements

Visualize integration (Raspberry Pi — 40 pin PCB header, etc.)

Investigate pin and footprint compatibility

e 100 +.003

41[104] | 254

Max Dim to Edgeof 4 l e o e
PCB for Bussing | 3 : 5 040 + 003
| N [1.02]
T _..!_g/_;
-l . ..ﬁ)._@._ _(.D_ oo

Position 1

.100 +.003 400 [10.16] Min End
[2.54] ! Stackable
Distance

&
e
..(P_

Recommended P.C. Board Hole Pattern
( Shown for mounting side of board )

Orientation | Footprint compatibility
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Benefits of Breakout Board Integration

e Ease of access to components

e Minimize errors by removing RF design component
e Ease of integration from Raspberry Pi to PCB

e Ensure proof of concept

Neo—7m Eval Boargd
By ForceTronics

q
Q: GND . . | @ — 113 GND 12_GND
n‘ Vin bl X——14_RESERVED 11_RF_IN
%—115_RESERVED 10_GND
‘;-l %—116_RESERVED ~ UBLOX NEO-7m 9_VCC_RF
N &L - A
%—117_RESERVED 8_RESET_N
SDACS 18_SDA_CS 7_VDD_USB -
L]
SCLCK 149 scLcLk 6_USB_DP [—x 1
XD HISOP==l o 5 TXDAN 50 5_USB_DM|—x GND
RXD_MOSI 151 Rxp_MoSI 4_EXTINT|— 2AEU
F—q— 22_V_BCKP 3_TIMEPULSE f—— TP
{qu L—123.vee 2.D_SEL ‘ ‘
SND 154 GND 1_RESERVED —x o
o
T
‘.‘ @ ‘3‘ 3‘ 00 \@ \0‘ @ 0 T
GND
RF Shielding in PCB Layout Filtering for antenna
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