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* Review literature on DoS and DDos attacks and defenses processed and the resources and services of Figure 2. TCP Connection S
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the system will be disabled

« |Install OpenCV on Raspberry PI 3 and access webserver
Figure 4. 10T Security Camera made using the Raspberry Pi 3.

Challenges:
« Installing OpenCV on the Raspberry Pi 3 METHODOLOGY CONCLUSION

e Accurate algorithm to differentiate legitimate requests . . . . .
I I E « Potential solutions to combating Denial of Service

from malicious ones attacks successfully come with a long and difficult

path to achieve
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* A key challenges for defense is how to discriminate
legitimate requests for service from malicious attacks

e The most effective DoS defense scheme is to detect
and block attack traffic close to the source

 Defense schemes that follow such implementation
are highly costly due to the difficulty of discriminating
between legitimate and malicious traffic

* |tisexpensive and at times impossible to eliminate
DoS attack problems entirely.

Figure 1. This diagram shows the typical structure of a DoS attack.

Future work for this project consists of:

 Writing attack scripts against the loT camera

« The attacker will use the “zombies” and send attack | . ; , -
commands though the zombies towards the target Figure 3. Architecture of the |oT security camera

Evaluating the security of the camera

* Designing defense mechanisms that are resistant to

« The Internet Protocol (IP) is based on packet-switching ?fterdteitinghmultiplke) Systems suchhaskt)he Arduino, ESP82]C66,danq Rgspbirry Pi 4, we such attacks
and supports ease of attachment of hosts to networks c;c;ﬂer; at the Raspberry P1 5 was the pest system to use for designing the loT
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* Protocol-based bandwidth attacks gain their attack power
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